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© Direct broadcast satellite signal transmission system. 

Audio and control signals are digitized and inserted tn 
the horizontal intervals of the distributed, composite televi- 
sion signal (Figure 3). The control signals are in the form of a 
data stream which includes a header (Figure 4) containing 
group address, sync, and program-related Information ap- 
plicable to all receiving units, and a plurality of portions 
(Figure 5) which are addressable to and contain information 
applicable to the control of particular individual receiving 
unhs in the addressed group. The Information In the 
addressable portions (Figure 51 can be altered on a real time 
basis such that the system operator has direct control over 
certain functions of individual receiving unhs from the 
transmission end. 
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Title: Direct Broadcast Satellite Signal Transmission System 

The present invention is generally concerned with 
communication systems and distribution networks in which video, audio 
and control data is to be transmitted. More particularly the 
5 invention has been developed in connection with a reliable, secure 
transmission system for video, audio, and control signals for use 
in nicrowave, cable and, particularly, in direct broadcast satellite 
conmini cat ions . 

The invention relates to a method for transmitting 

10 data in a conmunicatians system over which a broadcast signal is 

transmitted and to a method of processing data received in a broadcast 
signal. The invention further relates to a broadcast signal for 
use in transmitting video, audio and control data, particularly via 
a satellite, to a receiver unit for use in a ccnraunications system 

15 transmitting video, audio and control data, and to a direct 
broadcast satellite cannuni cations system. 
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Direct broadcast satellite services 
include Pay-TV, tele-conferencing, tele- 
seminar, private broadcast networks, and the 
like. The availability of small, low-cost 
5 television receive-only terminals in recent 

years has resulted in an increasing demand for 
such services. As receive-only television 
antenna technology improves and the cost of 
television receive-only terminals decreases, 

10 further increases in demand for direct 

broadcast satellite services are expected. 

For this reason, the present 
invention is described in the context of a 
direct broadcast satellite system. However, 

15 it should be understood that the principles 
involved are applicable in other types of 
communications systems such as cable and 
microwave systems presently in use, as well 
as to systems of various types being developed. 

20 Unlike land lines and terrestrial 

microwave links, satellite transmissions lack 
privacy. Such transmissions can be received 
by any TV receive-only terminal whose antenna 
is situated to receive the satellite signals. 

25 Accordingly, the secure transmission of video and 
audio programming and data signals is required 
to provide the privacy essential to many 
applications. 

30 
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A simple example of a direct broadcast 
satellite network 1n which security 1s required 
1s one which broadcasts television signals. 
Since any receiver having an antenna 1n the 
5 broadcast signal area can receive the satellite 
signals, 1t 1s necessary that the signals be 
encoded 1n a way which can be decoded only by 
subscribers' receiving units. In addition, 
certain subscribers may have paid for certain 

10 programs or program groups, whereas others may 
have paid for other programs or program groups. 
The signals must then be further encoded such 
that subscribers who have paid for particular 
programs or groups of programs can receive same, 

15 while other subscribers cannot. 

It may be desirable to design the 
system such that a parti cul ar subscriber can 
preview a program and then, at that time, 
decide whether he/she wishes to watch the 

20 program and, hence, pay for the privilege. 

In such an impulse pay-per-view (IPPV) system, 
the decision of the subscriber must be recorded 
and communicated to a billing facility for 
appropriate billing. In such instances, the 

25 control signals to the subscriber's receiving 

unit Instructing the unit how to communicate with 
the billing office must be secure in order to 
eliminate the possibilities for theft of the 
service. 
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The present invention has been developed having in mind 
the general desideratum of shifting equipment canplexity towards the 
transmitting end of the network, while keeping the receiving 
equipment inexpensive and reliable. In the system embodying the 
5 invention described in detail below cryptographic techniques are 
employed to provide a secure transmission system for the broadcast 
signals. 

In the system to be described, the video signal is 
processed and transmitted in analog form. The audio signal is 

10 digitized and transmitted in digital data form. Addressable 
control data is organized into packets according to address and 
transmitted in the same digital data farm as the audio signals. 
All of the signals are ccnbined in baseband using tixne-<ii vision- 
multiplex techniques. The caxfoined baseband signal is modulated 

15 and ■ then tV f^^^-^ni tted over the satellite ^ j^jj^ ^ ^^g, i 

receiving units. 

This signal structure eliminates the requirement 
of a sub-carrier for sound and central data, allowing the 
deviation of the video signal to be increased and video 

20 signal-to-noise ratio improved. Moreover, since all of the; 

si gn als are time multiplexed in baseband, only one TM demodulator 
is required in the receivers far all signals. 
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Two audio channels are broadcast. 
In Pay-TV services, both audio channels may 
be used for stereo sound broadcasts. In other 
applications, one of the audio channels may be 
5 configured as a data channel for services 
such as transmission of text, messages, 
facsimiles, etc. 

In general, the transmission end 
equipment consists of a program processing unit 

10 and a real time controller. The program 

processing unit performs video signal processing 
and scrambling, audio digitization, encryption 
of the audio data, and baseband signal time 
multiplexing. The real time controller 

15 generates the audio cryptographic keys, encrypts 
the addressable control messages, generates the 
picket trie s s ages in accordance with the 
transmission protocol, maintains the user data 
base and communicates with other processing 

ZO units. 

The receiving units each include 
an addressable controller-decoder designed for 
use with a receiver which has the necessary 
interface for interaction with the decoder. 
25 The addressable controller-decoder demultiplexes 
the baseband signal, controls the receiver, 
descrambles the video signal, decrypts the audio 
data, and converts the audio data into analog form. 

30 
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The transmitted composite television 
signal utilizes a format which Includes an 
active video portion and horizontal blanking 
interval portions. Two digital audio channels 
5 and a control data channel are allotted portions 
of the horizontal blanking Intervals. Video 
frame synchronization information and the 
zero-leye! reference are transmitted during the 
vertical blanking intervals. Audio data and the 

10 control data are transmitted in a burst, 
synchronous mode. 

A two-level video scrambling system 
is used to achieve the best combination of 
performance, cost, and security. The first 

15 level is achieved by removing the line and frame 
synchronization pulses completely from the 
video signal. A unique sync word 1s transmitted 
in the vertical blanking Interval for 
synchronization purposes. 

20 The addressable controller-decoder 

establishes synchronization by searching and 
locating the sync word. Once the sync word 
Is located, all the sync pulses are reconstructed 
with reference to the sync word. This technique 

25 is used 1n conjunction with video signal Inversion, 
which is the second security level. 
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In order to avoid picture degradation, 
the video Inversion 1s performed on a 
scene-change/f rame basis. The sequence of Yideo 
inversion 1s controlled by a binary bit stream 
5 at the transmitting end. The same bit stream 
is used to recover the inverted sianal at the 
receiving end. The binary bit stream is derived 
from a synchronous stream cipher. The key for 
the stream cipher can vary for each transmission 

10 session. The video inversion is controllable 
at the transmission and can be changed even 
during a communications session. 

For audio digitization, the system to be 
described employs a new delta modulation system 

15 developed by Dolby Laboratories of San Francisco 
which achieves the necessary performance levels. 
At the same time, this modulation system 
requires the use of a relatively inexpensive 
decoder at the receiving end. 

20 Unlike video scrambling, a highly 

secure audio encryption system can be achieved 
relatively inexpensively. The decryption 
circuit, being totally digital, can be 
implemented using semi-custom or custom 

25 integrated circuits. It is highly important 
that the encryption system employed achieve 
zero transmission error propagation, that is, 
one bit in error in the encrypted bit stream 
results in only one bit in error in the 

30 decrypted bit stream. 
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The present system uses an encryption scheme in which 
the clear audio bit stream is carbined with the bit stream 
generated by the stream cipher using an exclusive CR operation. 
The receiving end decrypts the audio bit stream using the same 

5 stream cipher bit stream. The stream cipher bit stream is 

generated by a key (caiman audio key) and an initializing vector. 
The cannon audio key is used for the duration of the ccnrnmication 
session and is transmitted in encrypted form through the control 
data channel. The initializing vector is used for the duration 

10 of each frame and is transmitted in the clear farm in the horizontal 
blanking interval. 

Ibr further details of the cryptographic techniques 
employed in the direct broadcast satellite system that has been 
outlined above, the reader is referred to co-pending European 

15 Patent Application 85307456.5 (Published uncter the number ) 
which describes the basic method, and co-pending European Patent 
Application 86301211.8 (published under the number ) 
which 

20 
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is directed to certain Improvements therein. 
Both of those applications are assigned to the 
assignee hereof. 

The addressable control data channel 
carries sensitive information such as 
audio decryption keys and authorization tier 
levels. The present system is designed to 
prevent an eavesdropper from receiving this 
Information correctly and to prevent a legitimate 
terminal from receiving more information than 
1s authorized. The encryption system utilized 
in the present invention uses the concept of 
multiple terminal keys. The common audio key is 
differently encrypted for use by each receiving 
terminal. In this way, even in the unlikely 
event that a decrypting key is compromised, 
damage can be stopped quickly by deleting the 
key. 

The addressable control data are 
organized and then encrypted using a key which, 
in turn, is encrypted with a block cipher 
algorithm. The length of the block cipher 
key is 64 bits. When compared with the 
conventional Data Encryption Standard algorithm, 
the present block cipher has a larger block 
and a longer key. Accordingly, brute force 
attacks on the cipher will take considerably 
more effort. 
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One of the iriportant features of the system to which 
the invention is applied is that it permits real time 
control over certain functions of the individual 
receiver units from the transmission end. 
5 In general, this Is accomplished through the 
use of an addressable data stream, which forms 
a part of the composite television signal 
distributed by satellite. The data stream 
includes portions which are addressable to and 

10 only receivable by a particular receiving unit. 

Each of the addressable portions 
contains one of a plurality of different 
messages. Each message contains instructions to 
control a function of the addressed receiving 

15 unit. For example, a message may advise the 

addressed receiving unit as to which programming 
tiers are authorized for viewing on a 
subscription basis or which programming tiers 
are eligible for impulse pay-per-v1ew 

20 transactions, etc. 

Since the information contained 
in the messages is alterable in real time, the 
system operator can exercise a great deqree 
of control over the system and, particularly, the 

25 operation of the individual receiving units/ This 
makes the" system errbodying the present invention 
more versatile and better able to provide 
individualized services suitable to particular 
subscribers. 

30 

i 
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' Another concern of the implerantation of the 
present invention relates to the manner in which 
the receiving unit captures and uses the control 
data to process and reconstruct the video and 
audio information. The composite television 
signal contains Information relating to a 
plurality of channels or tiers of programming, 
each on a different frequency. The signal 
associated with each frequency contains video 
Information, encryoted audio Information, and 
an addressable data stream Including header 
portions and groups of addressable portions 
associated with each header. 

When a program is selected, the 
corresponding frequency is tuned and the video 
and audio information is separated from the 
data stream. Each header contains sync information, 
group address and information relating to the 
selected program. This information is used by 
all receiving units. Each addressable portion 
contains a unit address and control Information 
for the addressed receiving unit only or a group 
address and control information for all receiving 
units in the addressed group. 

Each header is examined and the 
Information therein. Including Drogram-rel a ted 
Information, sync information and impulse 
pay-per-view information, is captured and 
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stored. If the header Includes a group address 
matching the receiving unit group address, 
indicatinq that an addressable packet may be 
present which is addressed to the receiving unit, 
5 each addressable portion is examined in turn. 

After the addressable portions are all examined, 
the next header will be monitored. 

When an addressable portion is 
encountered which includes a global address or 

10 the address of the receiving unit, the control 
information therein is captured. The control 
information Is in the form of a message, as 
indicated above. 

The message is usually in encrypted 

15 form. The addressed portion contains information 
which, when used in conjunction with information 
stored in the receiving unit, is used to decrypt 
the message. 

The control information and program- 

20 related information are stored for use in 

processing and reconstruction of the video and 
audio information for display. Depending upon 
whether the program selected is within the 
subscription or can be viewed only on a pay-per- 

25 view basis, the subscriber may have to enter the 
necessary commands into the receiving unit to 
obtain the display. 
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The preferred practice of the present invention is 
directed toward fulfilling the following bbjects: 

to provide a reliable, 
secure transmission system for Yldeo, audio, 
5 and control signals 1n a communications 
system ; 

to provide a direct-broadcast satellite 
signal transmission system which ut1H2es an 
10 addressable data stream inserted into the 
horizontal blanking Intervals; 

to provide a d1 rect-broadcast 
satellite signal transmission system wherein 
15 the addressable data stream is organized in a 
header packet followed by a plurality of 
addressable packets; 

to provide a direct-broadcast satellite 
20 signal transmission system wherein the 

information in the addressable packets in the 
data stream can be altered on a real time 
basis ; 

25 to provide a direct-broadcast satellite 

signal transmission system wherein the header 
packet In the data stream receivable by all 
receiving units contains synchronizing information, 
data related to the programs being broadcast, 

30 
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and impulse pay-per-ylew data related to the 
programs being broadcast: 

• , » 

to provide a direct-broadcast satellite 
5 signal transmission system wherein the 

addressable packets in the data stream decodable 
only by the addressed receiving unit controls 
individual subscriber authorization, encryption 
key distribution, pay-per-view transactions, 
10 channel frequency re-assignment* and provides 
direct control over other functions of the 
addressed receiving unit and the display 
associated therewith; and 

15 to provide a di rect-broadcast 

satellite signal transmission system wherein 
the addressable packets in the data stream 

devices. 

20 In accordance with one aspect of the ' 

present invention, a method is provided for 

transmitting data in a communications system 

of the type including broadcast signal 

originating means, a plurality of broadcast 
25 signal receiving means, and means for 

distributing the broadcast signal from the 

originating means to each receiving means, [ 
The method comprises the steps of generating 
a broadcast signal having active video signal 
30 portions and horizontal blanking portions. A 
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an audio signal and a data stream are generated 
and Inserted into the horizontal blankinq 
portions. The data stream includes a header 
portion including group address Information 
5 and program-related information applicable to 
all of the receiving means and groups of 
addressable portions associated with the header. 
The addressable portions Include Information 
for addressing a particular one (or all, 1f a 

10 global address) of the receiving units 1n the 
addressed group and for the control of the - 
functioning thereof. 

The method further comprises the 
steps of selectinq addressable portions and 

15 altering the information therein. This permits 
individual receivers to be controlled at the 
transmission end on a real time basis. 

The information in the header 
Includes information relating to the active 

20 video portion of the broadcast signal. For 
example, this information may Include video 
synchronization information and program 
identification information. It may also be 
related to audio descrambling and may Include 

25 audio decryption information. This information 
may, in addition. Include Impulse pay-per-v1ew 
data. 

30 
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Each of the receiving means 1s 

assigned a unique digital address Including 

most significant bits (group address) and 

least significant bits (subscriber unit 
5 address). The information in the header includes 

the most significant bits of the digital address. j 

The information 1n the addressable portions 

includes the least significant bits of the 

address for the particular receiving means to 
10 which the addressable portion relates. All units 

can be accessed simultaneously through the use of 

a global subscriber address. 

The information in each of the 

addressable portions Includes a selected one 
15 of a plurality of encrypted receiver message 

types. In addition, information for decrypting 

an indication of the type of message. 

For example, one type of message may i 
20 include program authorization data and instructions 

to store same, as well as additional audio 

decryption data. It may also include data 

representative of a "home channel" which is to 

be selected when the decoder is In the 
25 quiescent mode. j 
Each of the receiving units may be 

provided with telephone communication capability 

with the originating means. In this case, one 
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of the message types may include Impulse pay-per- 
view transaction data, identification data, 
call time data, and program value data. Also 
included may be program tier blocking data 

5 and telephone call-in number data. Other 

message types may include channel reassignment 
tables for use in case a particular program 
channel must be broadcast on a normally unused 
frequency due to transponder failure. 

10 The information in the addressable 

portions may also include message types which 
comprise display control data in order to control 
the digital displays of the various receiving 
units, erase and reset control function data 

15 for the operation of the receiving unit, program 
blackout data, and audio and data threshold 
data. 

In some instances, the receiving 
units are used in conjunction with one or more 

20 peripheral devices for processing, recording, 
or displaying broadcasting signal information. 
One message type may include peripheral device 
data. Another message type may include 
peripheral device selection data. 

25 One of the advantages of the 

present system is that an error in the information 
1n one of the addressable portions is not 
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processed by receiving units other than the 
particular receiving units to which the error 
containing addressable portion relates. Thus, 
an error does not disrupt the function of the 
5 system — only the function of a particular 
receiving unit in the system. 

In accordance with another aspect 
of the present Invention, a method is provided 
for processing data received in a broadcast 

10 signal of the type Including active video 
signal oortions and horizontal blanking 
portions. The horizontal blanking portions 
include an encrypted audio data portion and a 
data stream. The data stream Includes a header 

15 portion containing information applicable 

to all the receiving units, including group 
address data, signal synchronization data, and 
audio decryption data of a first type, and a 
plurality of addressable portions, each con- 

20 taining information applicable to the control 
of a particular addressed receiving unit in 
the addressed group, and Including unit address 
data, encrypted message data, and message 
decrypting data. The method includes the steps 

25 of determining whether the group address data 

matches the group address of the receiving unit, 
processing the header information to obtain 
synchronization data for the video portion 
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of the broadcast signal, and audio decryption 
data of the first type. If the group address 
matches, each addressable portion is tested, 
in sequence, to determine whether the received 
5 unit address contained therein matches the address 
of the receiving unit. Information in the address- 
able portion with the matching receiving unit 
address is processed to obtain and decrypt the 
encrypted message data. The message data 

10 contains a second type of audio decryption data. 
The audio decryption data of the first and 
second types 1s used to decrypt the audio 
signal data. 

In accordance with another aspect 

15 of the present invention, a receiving unit for 
use in a communication system is provided. The 

j - -^Jq- 5y5t£iTi Is of the type W h 1 C h 

transmits a signal comprising video and audio 
information for a program, a header portion 

20 containing a group address, sync information, 
and Information relating to the program, and a 
plurality of addressable portions associated 
with the header portion. The addressable 
portions contain Information relating to the 

25 control of individual addressed receiving units 
in the addressed group. The receiving unit 
comprises a means for receiving the signal 
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and means for selecting a program to be viewed. 
Means are provided for tuning the frequency of 
the selected program. Means are provided for 
separating the portions from the video and 
5 audio information and for examining the header 
portion to determine if the receiving unit 
is within the addressed qroup. Means are 
provided for capturing and storing the header 
information. Means are provided for examining 

10 each addressed portion to determine if the 

receiving unit 1s within the addressed group. 
Means are provided for capturing and storing 
the control information in the addressed portion 
if the receiving unit is addressed. Means are 

15 also provided for processing and displaying the 
video and audio Information in accordance with 
the stored header and control information. 

The audio information is in encrypted 
form. The control information comprises audio 

20 decryption information. The processing and 
display means preferably comprises means for 
decrypting the audio information in accordance 
with the audio decryption information captured 
from a portion addressed to the receiving 

25 unit. 
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Each of the addressed' portions 
contains a message. The means for capturing 
and storing the control Information comprises 
means for capturing the message. The message 
5 1s transmitted 1n encrypted form. The 

addressed portion further comprises Information 
for decrypting the message. The receiving 
unit further comprises means for decrypting 
the message using the decrypting Information 

10 1n the portion. 

Means are provided for storing 
message decrypting information. Means are 
provided for using the stored message 
decryption information and the decryption 

15 information in the addressed portion to decrypt 
the message. 

One of the addressed portions may 
contain control Information addressed to all 
of the receiving units in the addressed group. 

20 The receiving unit further comprises means 

for capturing and storing the control infor- 
mation in such globally addressed portions 
if the receiving unit is one of the addressed 
groups. 
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The practice of the present invent ion discussed 
above will now be further described in its application to a 
direct broadcast satellite signal transmission system. This 
description is taken together with the acccnpanying drawings, 
5 wherein like minerals refer to like parts and in which: 

Fig, 1 is a block diagram of the 
overall system of the present invention; 

Figs. 2A and 2B, taken together, for 
10 a block diagram of the addressable controller 

decoder which forms a part of the receiving unit 
of the present invention; 

Fig. 3 illustrates the composite 
television signal used in the system of the 
15 present invention; 

Fig, 4 illustrates the composition, 
of the header portion of the data stream used 
in the system of the present invention; 

Fig. 5 illustrates the composition 
20 of a typical addressable portion of the data 
stream used in the system of the present 
invention; 
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Figs. 6A, 6B f 6C, 6D f 6E, 6F t and 6G 
each illustrate the composition of a message 
type distributed through an addressable 
portion of the data stream of the present 
5 invention; and 

Fig. 7 is a flow chart illustrating 
the various functions of the receiving unit 
in capturing information from the composite 
signal and processing same. 

10 

Figure 1 shows, in block diagram form, 
an overview of direct broadcast satellite 
network utilizing the signal transmission 
system of the present invention. The network 
15 includes a transmission or head end, generally 
designated A, a satellite including a plurality 
0^ g^g^^^ ^j^^^gpQ^^g^P2^ gg^gj - ^^^ y designated B ^ 

and one of a plurality of receiving units or 
terminals, generally designated C. Signals 

20 originating at transmission end A are transferred 
to satellite B and, thereafter, distributed to a 
plurality of receiving units C located within the 
signal broadcast area. 

The system is capable of supporting 

25 in excess of 16 million individual subscribers 
and a plurality of active program channels and 
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tiers. A real time controller 10 accepts real 
time Inputs from a studio control computer 12 
which are time locked to the start of program 
content being received from each of the ten 
5 program inputs. Each program input Is time 
base corrected standard video and may have 
monaural, bilingual, or stereo baseband audio 
associated with the program. 

The real time controller 10 also 
10 receives data inputs from a business center 
computer 14 which manages the customer data 
base and, from a voice response system 16 
which is used by field service personnel or 
authorized contractors. In addition, real time 
15 controller 10 accepts Inputs from the head end 
operator console 18. 

The head end equipment accepts a 
program -i^py^ ^ studio. It gc^^jfjjblss 
the video and encrypts the audio. It then 
20 provides a scrambled video program with 
integral data and encrypted audio to the 
up-link equipment 20. The up-link equipment 
20, in turn, transfers the signals to 
satellite B by means of antenna 21. 
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The primary function of the real time 
controller 10 1s to generate an addressing data 
stream which 1s routed through a computer 
interface module which forms a part of 
5 controller 10, to a program processing unit 24. 
In the program processing unit 24, the addressing 
data stream 1s inserted in the horizontal 
blanking interval of the video signal. 

The real time controller 10 stores, in 

10 disc memory, addressable controller decoder 
authorization lists and impulse pay-per-view 
information expandable up to 16 million 
decoders. This information is passed to the 
different program channels, 

15 The real time controller 10 also 

provides routine display of system program 
content, with menu driven options for systems 
status, statistics and changes to both system 
parameters and stored information, to a remote 

20 console connected by communications link and 
locally to a head end operator console 18. 
The operational system includes a console 
printer (not shown) for the system in addition 
to the color video display terminal for the 

25 head end operator. 
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The computer Interface module 1n the 
real time controller 10 provides the proqram 
processing unit 24 with a plurality of operating 
channels and two spare channels. Each spare 
5 channel can be used in place of any of the 
operating channels, should one of these fail. 
This is accomplished automatically within the 
real time controller 10. The programming 
processing unit provides the channels to the 

10 up-Unk equipment 20 which, in turn, is connected 
to antenna 21 . 

The system is designed to permit 
monitoring by an operator bpth locally or 
remotely. Head end operator terminal 18 and a 

15 remote operator terminal are provided, 
respectively, for these purposes. 

Security scrambling of the video 
signal 1s accomplished by the elimination of 
the synchronization pulse and inversion of the 

20 video signal on a controlled basis. The 
proqram processor unit 24 Is the actual 
scrambler portion of the head end A. Video 
synchronization elimination is achieved through 
the removal of the horizontal sync portion of 

25 the video signal. Video inversion is achieved 
through electronic Inversion of the video 
signal . 
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Audio encryption 1s achieved by 
digitizing the dual audio channels and 
subjecting them to a key-based encryption 
algorithm. The encrypted digital audio bits 
are then merged with the control data. The 
resulting digital bit stream is placed 1n the 
horizontal blanking Intervals of the 
broadcast video signal for transmission over 
the satellite link. The program processing 
unit 24 interfaces with the real time 
controller 10 via the computer interface 
module. The real time controller 10 has the 
ability to alter the control data on a real time 
basis so as to control the function of particular 
receiver units. 

The subscriber receiving unit or 
terminal end C of the network, one of which is 
schematically illustrated in Fig. 1, includes 
a receiver 30 interconnected with an addressable 
controller decoder 32 and a television 33. The 
receiver 30 is connected by means of a cable 
34 with a low noise block converter feed 36 
which forms a portion of an antenna 38 mounted 
on the roof of the building. Receiver 30 and 
decoder 32 are structurally and functionally 
described in United States Patent 
Application Serial No. 548,357, filed November 
3, 1983 and entitled "Receiver With Interface 
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For Interaction With Controllable Decoder", in the 
names of Ashok George and John Jeffers, and owned by 
the present applicant. The reader is referred to 
that application for a more detailed description of 
the operation of the receiver and the controller. 
A copy of that application (issued as U.S. patent 

) has been lodged with the documents 
supporting the present application. 

In general, the receiver Includes a 
circuit for tuning a given signal from the 
received signals and for modulating the tuned 
siqnal for viewing. A keyboard 1nout is 
provided for generating incut command signals 
In response to the actuation thereof. A dlsolay 
15 is provided to. d f s p 1 ay indicia representative 
of the various, functions of the receiver. 

A control circuit is operably 
connected to" the- input keyboard for receiving 
input command signals therefrom and for 
20 controlling the tuning circuit and display 
circuit. The control circuit 1s capable of 
generating and receiving data signals relating 
to the function of the tuning circuit and the 
display circuit. An Interface 1s operably 
25 connected to the control circuit and to the 
addressable controller decoder 32 for bi- 
directional data signal transfer therebetween. 

The control circuit generates a 
synchronizing signal and transfers the 
30 synchronizing siqnal to the decoder. The 
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control circuit then waits a given period to 
receive a data signal from the decoder. The 
control circuit will then generate a data signal 
to Initiate communication with the decoder 
1f no data signal 1s received from the decoder 
during the waiting period. 

The control circuit includes a 
memory for storing Information relatlnq to the 
tuning circuitr and the display circuit. The 
control circuit inclu.de.s- means for accessing 
the memory, obta.fning- the information therein 
and for coirvertttrg- same into a data signal. 

If av data, signal is received by the 
receiver from the- decoder during, the waiting 
Deriod the data signal is first stored 1n a 
memory. A circuit Is provided for converting 
the received data signal into a form suitable 
for storage. The stored Information Is 
thereafter used by the receiver to control 
the functions of the tuning circuit and the 
display circuit. 

The data signal from the decoder may 
be a command to the receiver to generate a 
particular data signal in response. For example, 
to advise the decoder as to the frequency to ' 
which the tuning circuit Is tuned. After the 
response, the decoder may then return a data 
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signal containing a command for the receiver to 
perforin a specific function. For example, cause 
the tuning circuit to tune to a different 
frequency for channel relocation. The data 
5 signal which 1s transferred from the decoder to 
the receiver control circuit may alternatively 
include data words which are representative of 
a command to set the tuning circuit 1n response 
to a pay-per-view transaction, a command to set 

10 the display circuit, or a command to ignore a 
particular input command. 

The data signal generated by the 
receiver control circuit may include data words 
which represent the input commands or the status 

15 of the display circuit or of the tuning circuit. 
These data words are used 1n the decoder as 
information 1n formulating the return data signal. 

Each of the data signals includes a 
data word including a start portion, a data 

20 portion, and a termination portion. The data 
signal transfer Is normally initiated by the 
receiver control circuit and, in particular, by 
the generation of a synchronization word by the 
control circuit and the transfer of same to the 

25 decoder through the Interface, 
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Data signal reception by the control 
circuit occurs only when a data slqnal from the 
decoder 1s received within a given wait period 
after the generation of the synchronization 
word. Data transfer from the control circuit 
can commence subsequent to the wait period, if 
no data signal from the decoder is received 
within the wait period. 

The data words generated by the 
control circuit are separated from each other 
by a waiting period during which receipt of the 
data signals from the decoder Is possible. 
Thus, a particular serial communication 
protocol must be followed for the transfer of 
the data signals between the receiver and 
the decoder. 

In addition to the normal subscription 
service paid for by and provided to the 
subscriber, the receiver may permit the 
subscriber to directly authorize the decoder to 
descramble a program which 1s not within the 
normal subscription service. This Is called 
an impulse pay-per-v1ew transaction and is 
accomplished when the subscriber presses the 
correct sequence of keys on the keyboard Input. 
The time window during which the subscriber 
may sign up to view a program Is set by the 
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system operator and consists of a preview time 
and the actual time of the show. All users 
may have the same preview time period at the 
beginning of the program, or the preview time can 
be a certain time after the user tunes to the 
program. 

.The subscriber is notified that a 
program Is available for authorization when the 
subscriber tunes to the particular program 
during the preview time or show time. If the 
subscriber enters the necessary authorization 
information, the program will be descrarabled 
so that it can be viewed. 

The decoder provides the subscriber 
with a method for preventing unauthorized 
viewing of the scrambled programs. The 
subscriber has the option of recording a unique 
pass code which will then be ^0 
authorize the viewing of an impulse pay-per-view 
program. The password is entered into the 
receiver keyboard and is transferred to and 
stored in the decoder in a non-volatile RAM 
(Random Access Memory). Thereafter, the pass 
code must be entered into the receiver to view 
a scrambled event. 
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The receiving unit also has a control 
capability which allows program blocking as 
selected either by the system operator or 
locally by the subscriber, this being provided 
by the addressable controller decoder when 1t 
1s connected to the receiver. The broadcast 
signals contain a plurality of levels of 
programming called tiers. If a program 1s selected 
which is not suitable for family viewing, that 1s, 
Is under the local control function, the channel 
number will be displayed on the display with 
the appropriate Indication of the control 
function. The picture will be scrambled and the 
audio silent. In order to view this program, 
the subscriber must enter the necessary control 
pass code in order to view the program. If the 
aopropriate local control password is not 
entered, the program will not be descrambled 
and cannot be viewed. 

A control function may also be 
exercised by the system operator. From the 
transmission end, the operator may choose to 
block entirely the viewing of any tier by a 
particular subscriber. For a description of 
how this is accomplished, the reader 1s referred 
to co-pending European Patent Application 
86301212.6 (published under the number ) 
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The subscriber makes a choice of which 
programming tiers to pay for by subscription. 
All other tiers are paid for on an "as viewed" 
basis. Program tiers which are part of the 
subscription are stored on an authorization 
list in the decoder. If any program tier 
matches a tier 1n the authorization list, the 
program may be viewed. If not, the display 
indicates that the program on the selected tier 
must be paid for and the subscriber may proceed 
to preview and pay for the program, 1f desired. 
If the program is on a tier which appears on 
the "blocking" list, it cannot be viewed. 

The authorization list and blocking 
list are under the control of the system 
operator and can be altered on a real time 
basis. Thus, the system operator can change 
these lists whenever necessary or desirable. 

The receiver system has a channel 
relocation feature which is a method by which 
the system operator may provide dynamic channel 
relocation to deal with problems such as 
interference to the satellite signal or a 
malfunction of a particular transponder in the 
satellite, such that a particular program must 
be broadcast on a different frequency than 
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usual. In order to do this, the decoder win 
see 1f the channel selected 1 s 1n the relocate 
table. If it Is, the receiver Is told by the 
decoder to change the channel frequency. Up to 
16 channels may be placed 1n this table by the 
programming originator and may be changed at 
various times. 

The low noise block converter 26 
accepts a 12 GHz signal at Its Input. The 
signals are amplified and mixed with a signal 
generated by an oscillator. The resulting 
signals are ultra-high frequency signals which 
are sent. to the Input tuning section of the 
receiver 30 by co-axial cable 34. 

Aside from the tuning section, the 
receiver includes an input/output section, a 
control section which Includes the data 
communications Interface, and a signal 
modulation section. All of these sections and 
the components therein are of conventional 
design, except for certain portions of the 
receiver tuning means, control means, and 
serial buffer described in the above-identified 
Application Serial No. 548,357. 

As described 1n detail in U.S. 
Application Serial No. 548,357, the tuner section 
includes a band pass filter which is connected 
to the input of a mixer. The other input of 
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the mixer 1s fed by a circuit which sets the 
intermediate frequency. This circuit Includes 
a multiplication circuit. The Input to the 
mixer circuit is connected to the 

output of a voltage controlled oscillator. The 
voltage controlled oscillator 1s controlled by 
the output of a charge pump located 1n the 
control section of the receiver. The outout 
of the voltage controlled oscillator also forms 
the input to a divider circuit which, in turn, 
is connected to the input of an electronic 
switch 1n the control poirtion of the receiver. 

The output of the mixer is connected 
through an intermediate frequency amplifier to 
the input of an automatic gain control circuit. 
The output of the automatic gain control circuit 
passes through a band pass filter to a detector. 
The detector 1s connected, by means of a feed- 
back loop, to the input of the AGC circuit. 

The other output of the detector 1s 
connected to an FM detection circuit. The FH 
detector circuit is a phase locked loop of well 
known design and provides the base band 
signal. The FM detection circuit includes a • 
mixer hich is connected to the output of a 
second oltage controlled oscillator. The 
output of the second voltage controlled oscillator 
is also connected by a divider circuit to the 
input of the electronic switch. This divider output 
is used for the automatic fine tuning of the receiver. 
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The Input/output section of the 
receiver Includes a power supply circuit 
designed for connection to an AC line cord and 
Includes a non-switched AC output. An AC relay 
circuit, controlled by a microprocessor, 
provides a switched AC output. 

The receiver Is provided with a 
keyboard circuit connected to a keyboard 
encoder. A remote keyboard may also be 
provided on an Infrared transmitter. The 
signal from the IR transmitter is received at 
an Infrared pre-ampl Ifler circuit. The output 
of the infrared pre-ampl if i er circuit and the 
output of the keyboard encoder are fed to the 
Input of the microcomputer. 

The microcomputer Is connected to a 

It displays the selected channel number, the 
time (as generated by a clock within the 
microcomputer), and other indicia relating to 
the operation of the receiver and requests for 
authorization to descramble certain programs. 

The output of the microcomputer 1s 
connected by a parallel bus to a digital-to-analog 
converter which, 1n turn, provides the Input 
to a volume control circuit. A mixer receives 
the descrambled audio from the decoder on two 
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separate channels which will provide stereo 
or bilingual audio. The output of the mixer 
circuit is transferred through the volume 
control circuit to a TV modulator. The TV 
modulator receives the descrambled video signal 
from the decoder and generates an output to an 
RF switch which will provide the necessary 
signals to the television set for viewing the 
descrambl ed program. 

The receiver and, more particularly, 
the microcomputer thereof communicates with 
the decoder through a serial buffer in the 
interface circuit. The serial buffer permits 
bidirectional data signal transfer between the 
microcomputer of the receiver and the micro- 
controller which regulates the operations of 
the decoder. 

Figs. 2A and 2B comprise a block 
diagram representation of the addressable 
controller decoder 32. The baseband signal from 
receiver 30 is applied at Input 40 and is passed 
to a video control circuit 42 where the data 
stream is used to control the reconstruction of 
the video signal. The video control circuit • 
42 includes a phase locked loop clock 44 and a 
peak detector circuit 46, both of which are 
connected to a video timing circuit 48. A 
video clamping circuit 50 receives a clamp gate 
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signal from video timing circuit 48 and feeds 
a dual Integrate and dump circuit 52 as well as 
the switch 54 portion of a sync reconstruct 
circuit 56. The reconstructed and clamped video 
signal 1s passed through switch 56 and then sent 
to the video out connectors 58, 60 on the rear 
of the decoder. 

The video control circuit 42 examines 
the vertical blanking Interval for line 
reference Information, black level, and sync 
tip values. From this Information, plus 
information carried in the horizontal blanking 
intervals, the video control circuit 42 
interacts with the clock 44 and the video timing 
circuit 48 to completely reconstruct a clamped 
video signal which Is passed to the video switch 
54. The video control circuit 42 will provide 
entertainment quality video signals at received 
signal levels above threshold. The digital bit 
stream In the horizontal blanking Intervals of 
the baseband signal is passed to the video 
timing circuit 48. 

The video timing circuit 48 Interfaces 
with clock 44 and the video control circuit • 
42 to Insure that the decoder is fully 
synchronized with the Incoming video signal. 
The video timing circuit 48 also performs error 
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correction on the digital bit stream using 
error correction techniques. The digital bit 
stream Is then passed onto the digital 
processing circuit 62 which Includes a data 
processing circuit 64, a decryption circuit 
66, various memories 68, 70, and 72, and a 
microcontroller 74. 

The data processing circuit 64 
accepts the error corrected digital bit stream 
(including the data stream and encrypted audio). 
The data stream portion of the digital bit 
stream 1s converted from serial to parallel 
and passed to a microcontroller data bus 76. 
The encrypted audio portion of the digital bit 
stream 1s buffered and passed to the audio 
decryption circuit 66 in serial form. 
Information about video inversion and audio 
format are passed to a control and status 
circuit within microcontroller 74. 

Using the common audio key information 
present in an encrypted message in the data 
stream, which message is decrypted using the 
subscriber unit signature key stored 1n memory 
70, audio is decrypted into clear Inter- 
leaved bits. The decryption circuit passes a 
buffered regular stream of audio bits to the 
data processing circuit 64 which passes the 
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audio data, along with clock signals, companding 
data, and filter data to the delta modulators 
76. 

The delta demodulators 76 are used to 
convert the two digital audio bit streams Into 
analog voltages resembling the original audio 
sources. Two separate audio channels are 
provided for either stereo, audio, or dual 
language programs. The two audio channels are 
then passed to the receiver via the audio 
switch 78 controlled by audio deemphasis circuit 
79 and audio out and audio auxiliary connectors 
80, 82, and 84, 86. Control logic for this 
process Is derived from the control and status 
circuit within the microcontroller 74. Using 
noise reduction techniques, the delta demodulators 
76 provide entertainment quality audio at 
received signal levels above threshold. 

The control and status circuit in 
microcontroller 74 controls the delta demodulators 
76 to provide the various audio output 
configurations. This circuit also extracts 
video inversion and provides information to the 
video control circuit to pass or invert the 
video signal. 

The microcontroller 74 Is the 
controlling device within the decoder. All of 
the major functional blocks are peripherals to 
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microcontroller 74 Including receiver 30. 
Microcontroller 74 is continually updating all 
information and stores subscriber passcode 
information, the parental control key, decryption 
keys, and subscription authorization data. 
All data which is passed to or from any 
functional block within decoder .32 is under 
the control of the microcontroller 74. Keystrokes 
and receiver channel tuning commands entered 
by the subscriber are sent to the decoder 32 
which may cancel each keystroke, change the 
channel tuning command, update the receiver 
clock, or change the display. 

The main functions of microcontroller 
74 are to accept, store, and locate decryption 
keys. A unique code in the form of an 
individualized encrypted common audio key will 
be sent to the decoder 32 via the real time 
controller 10 and satellite link B. Embedded 
within the decoder permanent memory 70 there 
is a factory loaded individual identity code 
1n the form of a subscriber unit signature key 
which is different from the decoder address 
code. The subscriber unit signature key and . 
address code will be combined with the encrypted 
common audio key and will be processed by the 
microcontroller in a proprietary manner such 
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that a common audio key will be derived. The 
common audio key and other program tag Information 
will form the decryption key which 1s fed to 
the audio decryption circuit. 

A data bus 88 links the decoder 
through a buffer circuit 90 to optional, 
peripheral equipment which may be used for 
Impulse pay-per-view return Information, as 
described below. The decoder will not permit 
impulse pay-per-view activities without this 
optional equipment connected and operating. 

Impulse pay-per-view programming is 
located on Its own unique programming tier 
levels and additionally Includes all other 
non-subscr1pt1on viewing, that is, programs on 
tiers for which the subscriber is not ^ggjs^g^g^ 
For each program viewed on an impulse pay-per-view 
basis, the decoder will store the program tag 
number, the day of the month and the time 1n 
hours and minutes when the program was 
purchased by the subscriber. This Information 
is passed to the impulse pay-per-v1ew data 
communications processor at the billing center, 
either by the telephone modem (on the day of 
the month set as the billing period when the 
real time controller requests a data dump from 
the decoder) or by a "smart card" which 1s 
essentially a programmable memory. 
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In the case of the "smart card," It 
Is assumed that this card will be mailed to 
the subscriber with the billing for the 
previous month. When received, the card 1s 
Inserted into the Interface box (not shown) and 
transactions since the last insert are dumped 
Into the smart card. The card is then returned 
to the billing center with the monthly payment 
and the smart card Is processed to update the 
billing data 1n the business center computer 14. 

Preview time is provided by the 
program originator for each program. This 
period can be from zero minutes to fifteen 
minutes, with fifteen seconds resolution for 
each individual program. Any subscriber who 
tunes into the program at any time has a 
maximum of fiyg minutes pi-gyi^^-jug £ ^ m g If 
the subscriber tunes away from the program, the 
decoder stores the time previewed and 1f the 
subscriber then tunes back during the proqram, 
his/her preview time is now limited to the 
original viewing time, less the time spent on 
the previous preview. The decoder can track 
16 simultaneous preview programs at any one 
time. 

Since the recording of all impulse 
pay-per-view programs is the same in all respects, 
the decoder stores every impulse pay-per-view 
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usage by tag number, date of month, hour, and 
minute. Any repeat viewing of the same event 
(provided the tag number is changed) 1s also 
recorded 1n the same manner. This permits I 
5 considerable flexibility to the system ' 
operator in restructuring and billlnq. It is 
assumed that on a preset date of each month, 
subscriber billing information would be 
updated. This is carried out by the previously 
10 described smart card or by telephone 

communication with the system operator. 

In the latter^case, a modem arid a : 
modem control circuit (irefc shown) are connected 
to buffer 90 to act as the ImpttTser pay-per-view 
15 data link. On the preset billing date, the 
real time control 1 er 10 commands the decoder 
32 to pulse dial the billing center computer 
14 to relay the previous period impulse 
pay-per-view activity to the billing center 
20 computer 14. The computer 14 will send out 
bills periodically to the subscriber. 

In order to understand the manner 
in which the addressable controller-decoder 
processes the received control data, it is 
?5 necessary to understand the nature of the data 

signals which originate at the transmission j 
end and are transferred via satellite to each ' 
of the addressable control ler-decoders. The 
baseband signal format is illustrated in Fig. 3. 
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In a NTSC system, the active video 
portions occupy 51.4 microseconds of the video 
line using the NTSC composite format. The 
two audio channels and control data channel 
5 occupy a total of 9 microseconds during the 

horizontal blanking Intervals. The video frame 
synchronization information and the zero level 
reference are transmitted using lines 1-9 in 
both fields during the vertical blanking intervals. 

10 Lines 10-21 of the vertical blanking intervals are 
reserved for other data services such as teletext. 

The Instantaneous data rate for audio 
data and control data is 7.15909 million bits 
per second which is twice the chrominance 

15 sub-carrier frequency. The transmission is 

inverted, synchronous mode. The data is non- 
returned to zero (NRZ) binary encoded. 

Control data is sent to the 
addressable controller decoders 1n packetized 

20 form. A packet consists of a program header 
addressed to a group of receivers and many 
sub-packets which are addressable to specific 
receiver units within the group. 

More specifically, as illustrated 1n 

25 Fig. 3, the composite television signal contains a 

plurality of signals on different frequencies. Each 
signal has active video portions and horizontal 
blanking Intervals (HBI). Consecutive horizontal 
blanking intervals aggregate to form a bit stream 

30 
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which includes l6 bits of run-in code, 44 data 
bits, and 22 error correction bits and other 
bits. Of the 44 data bits. 8 bits are assigned 
to an addressable data stream which Includes 
5 the program-related, sync and control 

information. Twenty-eight bits are assigned 
for the encrypted audio information for the two 
audio channels. One bit carries key bit information 
for synchronization of the decryptor. One bit 

10 carries an encrypted audio code designating 
whether the audio broadcast is in stereo or 
bilingual. One bit of the bit stream 1s dedicated 
to an encrypted video inversion signal. The 
remaining bits of the bit stream are used for 

15 other purposes. 

The 8 bits of the addressable data 
stream accumulate to form a plurality of 
program headers and a group of addressable 
sub-packets associated with each header. The 

20 program header contains information for use 
by all addressable controller-decoders and 
describes the characteristics of the current 
program being broadcast on the selected 
frequency. Different headers are transmitted- 

25 for each program on the frequency assigned 

to the program. The header contains a group 
address used to select one of 65,536 groups 
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within the system addressing range. There nay be 
as many as 256 individual controller-decoder 
units addressed by a single group address. Only 
those addressable controller-decoders that are 
part of the addressed group will have inforaation 
addressed to it within this data stream. 

The information contained within the 
data stream can be divided into three specific 
categories. These categories are program 
information, subscriber specific information, 
and subscriber global information. 

Program information is contained 
entirely within the program header section. 
The program header is broadcast repetltiously 
at a rate of not less than three times per 
second during the period of the program 
broadcast. Each addressable sub-packet message 
is broadcast repetltiously for eight times. 
The message contained therein is considered 
as transmitted after broadcasting eight 
times. 

The header packet contains 
two data blocks and each addressabl e sub-packet 
messaqe contains a single data block. A 16 bit 
error detecting word is transmitted after each 
block. Thus, each data block is checked for 
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transmitted error by a 15 bit cyclic redundancy 
check word called "checksum." 

As Illustrated In F1g. 4, the header 
packet consists of a first block Including 
5 synchronization words, subscriber group address 
Information, and program related Information, 
followed by the first error check word, 
CHECKSUM 1. The second block Includes the 
Impulse pay-per-v1ew data and the second error 

10 check word CHECKSUM 2. 

The synchronization words are words 
which provide an Inter-record gap or spacing 
between successive data blocks. Synchronization 
words and run-in words are required between the 

15 data blocks. They are generated by the real 
time controller 10 and consist of 240 
synchronous bits and an 8 bit start mode 
portion. 

The subscriber group address defines 
20 a section of the addressable subscriber base 
to which subsequent messages will be sent. 
The group address will define approximately 
65,000 groups of 256 subscribers each. This 
information 1s provided by the business center 
25 computer 14 as part of the subscriber specific 
information. The address information includes 
an 8 bit system address and a 16 bit group 
address. 

30 
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The program related Information 
Includes a 3 bit audio mode portion which 
defines the type of audio being sent. The audio 
Information can be sent 1n stereo, where each 
5 audio channel contains one-half of the program, 
in monaural where both channels contain the 
Identical information, or by blUngually where 
each of the audio channels carries separate 
information, In one language on one channel 

10 and in another language on the other channel. 

The next portion is a dynamic video 
inversion bit which 1s used to describe the 
video inversion mode of operation. This 
information 1s communicated by the studio control 

15 computer 12 and may be altered by the head end 
operator. Either the video 1s broadcast in 
its normal black-to-white rel ationshi p or the 
video signal is inverted. 

The next 3 bits define the parental 

20 guidance level. These bits Indicate one of 
eight program content levels for the current 
program. These levels are compared in the 
addressable controller-decoder to the user 
selected parental control levels. The pairenta.1 

25 guidance level is communicated by the studio 

control computer 12 and may be altered by the 
head end operator. 
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The next 8 bits define the encryption 
key number. This number is used to select key 
fragments from the encrypted common audio key 
such that the addressable controller-decoder 
5 can assemble the necessary decryption key to 
decrypt the audio data stream. The common 
audio key 1s transmitted In encrypted form 1n 
an addressable sub-packet. 

The last 32 bits of the first block 
10 of information in the header packet define the 
proqram tier authorization. The program tier 
authorization information indicates to the 
addressable controller-decoder the programming 
tier upon which the selected program 
15 appears. 

The second block of the header packet 
contains information concerning the impulse 
pay-per-v1ew transaction data. The first 16 
bits include a program Identification tag which 

20 Identifies the particular program being broadcast. 
The next 16 bits define the minute, hour, and 
day which the program identified by the program 
identification tag is being broadcast. The 
next 4 bits define the allowable preview time. 

25 for the Identified program. The last 4 bits 

4 
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define the program cost. The information 1n 
this block Is used by the addressable 
controller-decoder to describe an Impulse 
pay-per-view transaction when the subscriber 
enters the necessary commands into the keyboard 
requesting that a program be viewed on an 
Impulse pay-per-view basis. 

The subscriber specific information 
contained In the addressable sub-packets Includes 
three different types of information, basic 
subscriber data, impulse pay-per-view data, 
and punch through data. This information 1s 
contained in several different possible message 
types, any one of which can be provided-in an 
addressable sub-packet. 

In general* as illustrated in Fig. 5» 
each sub-packet includes 160 bits with a field 
identifying the addressable controller-decoder 
address, a field identifying the message type 
number, a field to identify the decryption 
signature, and a field for the error detection 
CHECKSUM. 

More specifically, the first 8 bits 
are devoted to the individual subscriber addre.ss 
which 1s really the 8 least significant bits 
of the subscriber address, the 16 most significant 
bits of the subscriber address being the group 
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address contained In the header packet. The 
next 5 bits of the addressable sub-packet 
define the type of message type which is 
included in the addressable sub-packet. There 
5 are seven different message types, numbered 

1-7, illustrated. However, other message types 
can be used as needed. Messages are transmitted 

i 

in encrypted form. 

The next 3 bits of each addressable 
10 sub-packet define the signature number. The 

signature number is a code used to select key 

fragments from the subscriber unit signature J 

key stored in the subscriber unit memory to 

enable the addressable controller-decoder to 
15 decrypt the message contained in the addressable 

sub-packet. For further information concerning ! 

the signature number, the reader is referred 

to co-pending European Patent Application 86301211.8 

(published under the nunber ) • 

20 referred to above. 

The next 128 bits of each addressable 

sub-packet contain a message of the type defined 

by the message type indicator referred to above. 

The last 16 bits of the addressable sub-packet 
25 contain the error check word CHECKSUM. 

As illustrated in Fig. 6A, message 

type 1 contains three portions, all of which 

include subscriber data. Thirty-two bits of 

message type 1 define an authorization bit map. 
30 This bit map is a 32 bit representation of the 
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addressable controller-decoder subscription tier 
authorization. This field Indicates to the 
addressable controller-decoder which programming 
tiers have been paid for by subscription. This 

5 information originates 1n the business center 
computer and is stored 1n the real time 
controller disc memory, 

* The next 80 bits of message type 1 
define the common audio key necessary to decrypt the 

10 encrypted audio signals. The common audio key is in 
encrypted form because it is present in an encrypted 
message. Since each message is encrypted differently 
for each receiver unit, the encryption of the 
common audio key is individualized for each 

15 subscriber unit. Each subscriber unit decrypts 

the message to obtain the common audio key through 
the use of its subscriber unit signature key 
stored in its memory at the factory. For further 
details concerning the common audio key and the 

20 use thereof, the reader is referred to co-pending 
European Patent Application 85307456.5 

(published under the nurfoer - ) 

referred to above. 

The last 6 bits of message type 1 are 

25 devoted to a field which defines the "home" channel 
which the terminal receiver will tune to 
when the decoder is in the off mode. The 
home channel number originates in the business 
center computer and is stored in the real time 

30 control disc memory. 
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Message type 2, as Illustrated in 
Fig. 6B, contains subscriber impulse pay-per-view 
information. The first 32 bits of message type 
2 define a blocking bit map which restricts 
all access to certain program tiers. This 
information originates in the business center 
computer and is stored in the real time 
controller disc memory as subscriber specific 
information. For more detailed information 
concerning the manner in which the blocking bit 
map is utilized, the reader is referred to 
co-pending European Patent Application 86301212.6 
( published under the nuriber )• 

In general, along with the 
authorization bit map memory, each addressable 
co n t roll e,r- de co de r has a blocking bit map 
memory* which will prevent the display of certain 
programming tiers which, while normally available 
for impulse pay-per-view transactions, have been 
designated by the subscriber as unsuitable for 
viewing by his/her household. For example, one 
of the programming tiers may contain sexually 
explicit movies which the subscriber does not 
wish to have his/her children view. Although 
the children may have knowledge of the 
subscriber's pass code which will normally 
initiate an impulse pay-per-view transaction, 
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they will not be able to Initiate same 1f that 
programming tier 1s designated as being 
blocked. 

Normally, the subscriber, upon 
5 initiating the subscription, will inform the 
system operator of which programming tiers are 
to be blocked. The system operator, through 
the real time controller, will then advise the 
subscribers' addressable controller-decoder of 

10 same by providing the necessary blocking bit 

map. The blocking bit map can only be changed 
by the system operator and will normally only 
be changed upon communication from the subscriber, 
such as written authorization to alter the 

15 blocking pattern. The blocking bit map is under 
the control of the system operator and can be 
changed at any time through the real time 
controller. 

The next 28 bits of message type 2 are 

20 used for addressable controller-decoders 

haying telephone communication capability. 
These bits define the day, hour, and minute 
of the month when the addressed subscriber unit 
will instruct the auto dial accessory to call 

25 the business center computer. This information 
originates in the business center computer and 
is stored in the real time controller disc 
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memory as subscriber specific information. The 

next 16 bits of message type 2 define the 

credit/debit value for the impulse pay-per-view 

transaction. This number defines the amount 
5 which the viewer must pay for the privilege of 

viewing the program involved in the impulse 

pay-per-view transaction. 

The transaction number, defined in 

the next 8 bits of the message, indicates one 
10 of 256 transaction numbers and is implemented 

for each new impulse pay-per-view transaction. 

This precludes the possibility of a double 

credit or debit being implemented by the 

addressable controller-decoder in the case of 
15 two or more broadcasts of the same program. 

This information originates in the business 

center computer. 

The next 16 bits define the telephone 

password and are used for addressable controller- | 
20 decoders having telephone communications 

capability. This word is used to validate a 

telephone response from the business center 

computer after an auto dial sequence has been 

completed. This field originates in the real 
25 time controller and may not be accessed by the 

head end operator. 
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The next 16 bits of this message 
contain the credit card password. This field 
1s stored and used by those addressable 
controller-decoders equipped with an electronic 
5 credit card option. The password is used to 
validate the Insertion of the correct 
electronic credit card (Smart Card) each time 
one is inserted Into the unit. The impulse 
pay-per-view data transfer will not be allowed 
10 unless this validation process has successfully 
been completed. This field originates in the 
real time controller and may not be accessed 
by the head end operator. 

The last 16 bits of message type 2 
15 are devoted to an overflow call-in level. This 
data tells the addressable control ler-decoder 
when to call the business center computer if 
the call at the previously designated call-in 
time has not been completed, either because the 
20 subscriber's telephone line is inoperable or 
is in use at the designated call-in time. 

Message type 3 is illustrated in 
Fig. 6C. This message type contains additional 
impulse pay-per-v1ew telephone data. The first 
25 64 bits thereof define the call-in telephone 
number. The next 64 bits thereof define an 
alternate call-in telephone number In case the 
previously designated telephone number 1s busy 
at the designated call-in time. 
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F1g. 6D Illustrates message type 4. 
Message type 4 contains global data, that is. 
data which is sent in an addressable sub-packet 
having a global address which contains control 
5 information applicable to all addressable 
controller-decoders within the group defined 
by the header packet. Message type 4 contains 
128 bits which define an 8 channel reassignment 
table. The addressable controller-decoder uses 
10 the information contained in this table to alter 
the channel tuning characteristics of the 
receiver. 

When a user enters a channel number 
into the receiver, the addressable controller- 

15 decoder scans the channel reassignment table. 

If a match is found between the channel entered 
and the in entry of the table, the out entry 
is passed to the receiver in its place. This 
feature is meant to facilitate the dynamic 

20 reassignment of transponder frequencies with 
transparency to the users when required. It 
is employed, for instance, when a particular 
transponder 1n satellite B is malfunctioning 
such that a program can be received by means of 

25 a transponder on a different frequency. This* 

Information originates with the head end operator 
only and is stored in one table in the real time 
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controller. This data 1s common to all 
subscribers and, as Indicated before, 1s situated 
1n a message which is addressed globally. 

F1g. 6E depicts message type 5. 
Message type 5 encompasses 128 bits and functions 
the same as message type 4 for an additional 8 
RF channels. This Information originates with 
the head end operator also and would be used In. 
conjunction with a message type 4 and only when 
mere than 8 RF channels required reassignment. 
This message 1s also addressed globally. 

Message type 6, as Illustrated 1n 
Fig. 6F, contains both punch-through data and 
global data. The use of this message type 
creates an immediate punch- through into the 
data stream and forces a new packet header 
for this one message alone. By punched-through 
data, it is meant that the data in the data 
stream is immediately routed through the addressable 
controller-decoder, without processing, to a 
selected one of decoder peripheral devices, one 
of which 1s the receiver, which, 1n turn, 
process and/or display the data. 

The first 32 bits of message type 6 
provide information for the direct control of* 
the 4 bit, 7 segment display on the receiver. 
When enabled, data in this field will be 
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displayed on the receiver display. Each bit 
is mapped to one LED segment. This permits all 
displays to, for example, display the same 
time. 

The next 16 bits of message type 6 
relate to the status of the individual addressable 
controller-decoder and, 1n particular, to the 
control and reset functions thereof. Each bit 
in this field is used to reset a certain 
function of the addressable controller-decoder. 
For example, one bit may reset the addressable 
controller-decoder flags such as the addressable 
controller-decoder tamper flag. Another bit 
may be used to reset the user's selected 4 
digit passcode employed in parental control and 
impulse pay-per-view transactions. 

The next 16 bits of message type 6 
are devoted to audio threshold and data threshold 
information. The audio threshold byte is used 
to program the cut-out threshold for the audio 
data stream. The data threshold byte is used 
to program the cut-out threshold for the 
control data stream. 

The next 30 bits of the message 
type 6 has to do with geographic blacking out 
of certain programming, normally sporting 
events and the like. Such programming is often 
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broadcast with the restriction that It not be 
receivable 1n the geographic area where the 
event Is taking place such that attendance at 
the sporting event will not be adversely 
affected. A detailed explanation of the manner 
in which the blackout system operates 1n the 
present Invention is set forth in co-pending 
European Patent Application 85307780.8 (pjblished 
under the number ). 

In general, each addressable 
controller-decoder, 1n addition to the 
authorization bit map memory and the blocking 
bit map memory has a blackout code memory and 
a geographic code memory. A message type 6 
is addressed to all decoders within a given 
geographic area and each addressed decoder is 
supplied ^f-fc-ji a gpg^-f-f^c zip code for storage 
in its geographic code memory. The zip code 
is different for each geographic area. 

The addressable controller-decoders 
are then globally addressed with a command for 
each decoder having a specific zip code stored 
in its geographic code memory to enter a specific 
blackout code in its blackout code memory. 
The blackout code is transmitted via message 
type 6, as is the zip code. 

Each program is broadcast in 
conjunction with program tier authorization 
information in the associated header. Each 
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receiving unit, upon receipt of a program, will 
compare the program tier authorization accompanyinq 
that program with the blackout code in its 
blackout code bit memory. If the transmitted 
5 tier information matches the blackout code in 
the blackout code bit memory, the receiver will 
be unable to display the program. 

Since the zfp codes and the blackout 
codes are down loaded into the addressable 

10 controller-decoders prior to the broadcast of a 

program to be blacked out in a specific geographic 
area, all of the addressable controller-decoders 
in the geographic area to be blacked out will 
black out the program simultaneously. 

15 This is a great operational advantage. 

Normally, blacking out of a program within a 
specific geographic area requires each of the 
a d d res 5a g £Q f% t ro 1 1 e r — de c o d e r s within the 
geographic area to be addressed separately, an 

20 ooeration which may take ten minutes or more* 
This cannot be done prior to the broadcast 
of the program to be blacked out because 
the previous program normally will not be 
blacked out. On the other hand, if it is 

25 done after commencement of the program to 

be blacked out, some of the viewers will be able 
to receive at least a portion of the blackout 
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program, causing Irritation on the part of the 
viewers because they have been able to view a 
Dortion of the program before it 1s blacked 
out. 

5 The 32 bits of message type 6 

include a trap messaqe bit map for peripheral 
interfacing. Each bit in this field is used to 
trap the associated message types. The 
addressable controller-decoder will take these 

10 messages and outout them to peripheral devices 
for further processing, but will not take any 
further action. Message type 6 will, however, 
never be trapped. 

Fig. 66 depicts a message type 7. 

15 Message type 7 comprises two 64 bit peripheral 
device signatures. These signatures define the 
output to which a particular trapped message 
should be routed for connection to a particular 
peripheral device. For example, a teletext 

20 display unit, for displaying stock market 

transaction information may be connected to a 
specific output of the addressable controller- 
decoder. Messages to be displayed by this 
peripheral device will be sent through a 

25 message type 6 and trapped in the addressable 

controller-decoder memory. A message type 7 will 
then be provided to instruct the addressable 
controller-decoder to route the previously trapoed 
message to the teletext display peripheral. 

30 
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Since the header portion of the data 
stream contains, among other information, 
Drogram-related Information such as the parental 
guidance level, the program tier authorization 
5 designation and impulse pay-per-view information 
for a particular channel or tier, a different 
header is broadcast for each channel or tier of 
programming. The addressable packets, on the 
other hand, each contain information usable only 

10 by particular addressed receiving units, such as 
program authorization information, the encrypted 
common audio key, program blocking information, 
etc. The addressed packets are^ broadcast on all 
channels x>r tiers s imul ta.neatts.ly ^ 

15 As illustrated fn Fig^ 7,. a, particular 

channel or tier of programming is selected in 
the tuning section of the receiver in response 
to the manipulation by the subscriber of the 
keyboard associated therewith. The keyboard 

20 signals are processed and received as an input 
to the microcomputer which controls the tuning 
section of the receiver. As described above, 
the microcomputer in the receiver exchanges 
information with the microcontroller in the 

25 decoder relating to, among other things, the 
channel or tier selected and the frequency to 
which the tuning section is tuned. 
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The tuned signal Is transferred from 
the tuning section to the video control circuit 
of the decoder. The digital component of the 
tuned signal 1s separated from the video 

5 component. The video and audio control 

Information and the encrypted . audi o signals are 
transferred to the appropriate circuits for 
processlnq. The header 1s then located and 
examined to obtain the group address. The group 

10 eddress is compared to the qroup address stored 

in the decoder memory. If the group addresses 

match, this indicates that at least one of the 

addressable packets 1n the data stream may 

contain information pertinent to the particular 

15 receiving unit. 

■y^g ^ rma 1 1 o n t program—related 

information, and Impulse pay-per-view information 

in the header (applicable to all receiving units) 

Is captured and stored in the memory under control 

20 of the decoder microprocessor. The sync and 

video control Information are used to reconstruct 
and process the video slanals which, if cleared 
for display, are routed back to the receiver. 
If the receiving unit 1s not within the addressed 

25 group, the sequence ends, and the circuit awaits 
the next header. 
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If the receiving unit 1s within the 
addressed group, each addressable packet is 
monitored In turn. Information 1n any packet 
with a global address (applicable to all 
5 receiving units In the group) 1s captured and 
stored for future use. 

When a packet 1s located with the 
address of the receiving unit, the type of message 
contained therein is noted and the decryption 
10 information in the packet, along with key 

information in a memory in the decoder are used 
to decrypt the message. The information in the 
message is then stored for use by the micro- 
controller. How and when the message Information 
15 will be used depends upon the nature of the 
information. 

For example, if the messaqe is a 
command to set the authorization bit map or 

blocking bit maps (used to determine if the j 
20 selected channel or tier is within the \ 

subscription and the display thereof is not 

blocked for some reason), the appropriate 

memories will be set. When a particular channel 

or tier is selected for viewing, the micro- 
25 controller will consult these memories and 

make a decision as to whether the selected j 

channel or tier can be viewed without further 

action, whether an Impulse pay-per-view transaction 

30 

i 



SEL 014113 



0200310 



68 

is required or whether this material cannot be 
displayed under any circumstances. 

On the other hand, 1f the message 
contains instructions with respect to billing, 
5 such as the call-in time, this information will 
be stored until needed. At the appropriate 
time, the microcontroller will use this 
information to actuate the audio dial and modem 
circuits to report information to the system 
10 ooerator. 

Accordingly, the header contains a 
unique combination of data--sync Information, 
group address information, and program-related 
information. This data, when used in conjunction 

15 with information stored in the decoder memory, 

ppgvjously obtained from the addressable packets 
or, in the case of the subscriber signature key, 
stored in the memory in the factory, controls 
the reconstruction and display of the program, 

20 billing procedures and various other control 
functions. This data format and operating 
system constitutes a simple way of distributing 
program and control information in a secure 
manner. 

25 It should now be appreciated that - 

there has been described a signal 
transmission system in which Individual 
subscriber receiver units can be addressed and 

30 
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controlled on a real time basis. This Is 
possible through the use of a data stream which 
is inserted into the horizontal blanking portions 
of the distributed composite television signal 
5 and which includes an encrypted audio portion, a 
header portion containing information applicable 
to the control of all of the receivers, and a. 
plurality of addressable portions containing 
information for the control of specific subscriber 

10 units. Each of the addressable portions contains 
a message and information to enable the addressed 
subscriber unit to decrypt the message. The 
messages are alterable in real time by an 
in-line controller such that the system operator 

15 has direct control over the various functions of 
the addressed subscriber unit. 
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10 



15 CLAIMS: 



20 1. A method for transmitting data 

in a communications system of the type including 
broadcast signal originating means (A) , a 
plurality of broadcast signal receiving means (C) , 
each having an address, and means (B) for 

25 distributing the broadcast signal from the 

originating means (A) to each of the receiving 
means (C) , the method comprising the steps of 
generating a broadcast signal having active 
video signal portions and horizontal blanking 

30 
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portions, generating an audio signal portion and a 
data stream, . inserting the audio signal portion 
and data stream into the horizontal blanking 
portions, characterized in that said data stream 
5 comprises a header portion comprising program- 
related information applicable to all receiving 
means (C) and a plurality of addressable portions, 
each comprising information for addressing particular 
receiving means (C) and for the control thereof. 

10 

2. The method of Claim 1, further 
characterized by the steps of selecting addressable 
portions and altering the information therein on 

a real time basis . 

15 

3. The method of Claim 1, characterized 
in that said header portion comprises information 
relating to the display of the active video portion 
of the broadcast signal. 

20 

4. The method of Claim 1, characterized 
in that said header portion comprises video signal 
synchronizing information and video signal decoding 
information. 

25 

5. The method of Claim 1, characterized 
in that said audio signal portion, comprises an 
audio signal in encrypted form. 

30 
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6. The method of Claim 5, characterized 
in that said header portion comprises audio signal 
decryption information . 

7. The method of Claim 1, characterized 
in that said header portion comprises program 
authorization information. 



8. The method of Claim 1, characterized 
in that said header portion comprises program 
identification and view cost information. 

9. The method of Claim 1, characterized 
in that the receiving means addresses include 

most significant bits and least significant bits 
and wherein said header portion comprises said 
most significant bits. 

10. The method of Claim 9, characterized 
in that each of said addressable portions comprises 
said least significant bits for the particular 
receiving means with which it is associated. 

11. The method of Claim 9, characterized 
in that the receiving means are divided into a 
plurality of groups and wherein said most significant 
bits designate a particular one of said groups of 
receiving means. 
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12. The method of Claim 5, characterized 
in that one of said addressable portions comprises 
audio signal decryption information and further 
comprising the steps of encrypting said audio signal 
decryption information with a key stored in the 
addressed receiving means (C) and providing 
information in said addressable portion to enable 
the addressed receiving means (C) to utilize the 
stored key to decrypt said audio signal decrypting 
information. 

13. The method of Claim 1, characterized 
in that each of said addressable portions comprises 
a selected one of a plurality of encrypted message 
types and information for decrypting said selected 
message type. 

14. The method of Claim 13, characterized 
in that each receiving means (C) has a unique 
decryption key comprising a plurality of fragments 
stored therein, said selected message type decryption 
information comprises decryption key fragment 
selection information to permit designated key 
fragments to be selected from the stored key for 
decrypting said selected message type. 

15. The method of Claim 13, characterized 
in that each of said addressable portions further 
comprises an indication of said selected message 
type. 
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16. The method of Claim 13, characterized 
in that each of said receiving means (C) has 
telephone communication capability with said 
originating means (A) and wherein one of said 

5 message types comprises telephone communication 
instruction information. 

17. The cethod of Claim 16, characterized 
in that said telephone communication instruction 

10 information comprises transaction data, credit data, 
call time data, and program value data. 

18. The method of Claim 16, characterized 
in that said telephone communication instruction 

15 information comprises call-in telephone number data. 

19. The method of Claim 13, characterized 
in that one of said message types comprises channel 
reassignment table data. 



20 



25 



20. The method of Claim 13, characterized 
in that each of said receiving means (C) comprises 
a digital display and wherein one of said message 
types comprises display control data. 

21. The method of Claim 13, characterized 
in that each of said receiving means tC) has erase 
and reset capability and wherein one of said message 
types comprises erase and reset control function data. 
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22. The method of Claim 13, characterized 
in that one of said message types comprises audio 
and data threshold control data. 



5 23. The method of Claim 13, characterized 

in that a receiving means (C) is used in conjunction 
with one or more peripheral devices for processing, 
recording or displaying broadcast signal information 
and wherein one of said message types comprises 
10 peripheral device data and one of said message types 
comprises peripheral device selection data. 

24. The -cethod of Claim 1, characterized 
in that an error in the information in one of said 
15 addressable portions is not processed by receiving 
means (C) other than the particular receiving means 
(C) to which the error containing addressable portion 
is associated . 



20 25. A method of processing data received 

in a broadcast signal of the type including active 
video signal portions and horizontal blanking 
portions comprising an encrypted signal and a data 
stream, said data stream characterized by a header 

25 portion comprising information applicable to all 
receivers (C) including group address information 
and a first type of decryption key data, and a 
plurality of addressable portions each comprising 
information applicable to the control of a 

30 
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particular addressed receiving unit (C) in the 
addressed group, including unit address information, 
an encrypted message including a second type of 
decryption key data, and message decrypting data, 
the method comprising the steps of: 

(a) determining whether the group address 
information matches the group address of the 
receiving unit (C) ; 

(b) processing the information in the 
header portion to obtain the decryption key data 
of the first type; 

(c) if the group address information 
matches the group address of the receiving unit, 
testing each addressable portion, in sequence, to 
determine whether the unit address information 
matches the address of the receiving unit? and 

<d) processing information in the 
addressable portion with the matching unit address 
to decrypt the encrypted message data and obtain 
the second type of decryption key data; and 

(e) using the first type of decryption 
key data and the second type of decryption key data 
to decrypt the encrypted signal. 

26. A broadcast signal for use in 
transmitting video, audio, and control data via 
satellite to a plurality of receiving units (C) , 
the signal comprising active video portions and 
horizontal blanking portions, said horizontal 
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blanking portions comprising an audio data portion 
and a data stream, said data stream characterized 
by a header containing address information, 
synchronization bits and program-related information, 
and a plurality of addressable parts, each of said 
addressable parts containing the address of one of 
said units (C) , an encrypted instruction message 
alterable on a real time basis and applicable to 
instruct the addressed unit (C) to cause said unit 
(C) to perform a particular task, and message 
decryption information. 

27. The signal of Claim 26 , characterized 
in that said program related information comprises 
audio data decryption information. 

28. The signal of Claim 26, characterized 
in that said video pQ^^^Qi^g axe inverted and wherein 
said data stream further comprises encrypted 
information to decode the inverted video portions. 

29. The signal of Claim 26, characterized 
in that said data stream is transmitted in sections, 
each section being present in a horizontal blanking 
interval. 

30. The signal of Claim 26, characterized 
by 256 addressable parts. 
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31. The signal of Claim 30/ characterized 
in that each of said addressable parts comprises 
160 bits. 

5 32. The signal of Claim 26, characterized 

in that said header comprises 400 bits. 

33, The signal of Claim 29, characterized 
in that each of said preselected portions comprises 

10 8 bits. 

34. The signal of Claim 29, characterized 
in that each of said sections comprises 78 bits. 

15 35. A direct broadcast satellite 

communications system comprising broadcast signal 
originating means (A) and a plurality of broadcast 
signal receiving means (C) , said originating 
means (A) characterized by program processing 

20 means (24) generating video and audio signals 

and real time signal control means (10) generating 
global control signals for all receiving means (C) 
in an addressed group and addressable control 
signals for individual receiving means (C) in the 

25 addressed group, means (24) for scrambling and 

combining said video, audio, and control signals 
to form a broadcast signal, means (20) for 
transmitting said broadcast signals to a satellite, 
and wherein each of said receiving means (C) 
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comprises antenna means (38) for receiving said 
broadcast signals from the satellite (B) , receiver 
means (30), and addressable controller-decoder 
means (32) , said decoder means (32) including 
5 means (40-90) , effective when a broadcast signal 
is received including a control signal with the 
address of said addressable controller-decoder 
means (32) , for descrambling and separating said 
video , audio, and said control signals with the 
10 address of said receiving means (C) and for 

controlling said addressed receiving means (C) to 
process and display said video and audio signals 
in accordance with said control signals. 

15 36. The system of Claim 35, characterized 

in that each of said addressed control signals 
comprises an address portion, an encrypted message 

and wherein said addressable controller-decoder 
20 means (32) comprises means (64) for recognizing 
its address and means (66) for decrypting the 
message when its address is recognized. 

37. The system of Claim 36, characterized 
25 in that said addressable controller-decoder (32) 
has telephone communications capability (90) with 
said signal originating means (A) and wherein said 
message contains instructions for telephone 
communication between the decoder (32) and said 
30 originating means (A) . , 

i 
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38. A receiving unit (C) for use in a 
communications system of the type transmitting a 
signal comprising video and audio information for 
a program, a data stream characterized by a header 
5 containing a group address, sync information and 
program-related information, and a plurality of 
addressable portions associated with the header 
containing information relating to the address and 
control of individual receiving units (C) in the 
10 addressed group, the receiving unit (C) comprising 
means (36) for receiving the signal, means (30) 
for tuning the selected program, means (42) for 
separating the data stream from the video and 
audio information, means (62) for examining the 
15 header portion to determine if the receiving unit 
(C) is within the addressed group, means (68, 70) 
for capturing and storing the information in the 
header, means (62), actuated if the receiving unit 
(C) is within the addressed group, for examining 
20 each addressed portion associated with the header 
to determine if the individual receiving unit (C) 
is addressed, means (62, 68, 70) for capturing and 
storing the control information if the individual 
receiving unit (C) is addressed, and means (30, 48, 
25 52, 62) for processing and displaying the video "and 
audio information in accordance with the stored 
header and control information. 
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39. The receiving unit of Claim 38, 
characterized in that said audio information is in 
encrypted form, said control information comprises 
audio decryption information and wherein said 

5 processing and display means comprises means (66) 
for decrypting the audio information in accordance 
with the audio decryption information captured 
from a portion addressed to the individual 
receiving unit (C) . 

10 

40. The receiving unit of Claim 38, 
characterized in that each of said addressed portions 
contains a message and wherein said means (62, 68, 
70) for capturing and storing the control information 

15 comprises means (62) for capturing the message. 

41. The receiving unit of Claim 40, 
characterized in that said message xs transmxtted 
in encrypted form and said addressed portion 

20 comprises information for decrypting the message 
and further comprising means (66) for decrypting 
the message using said decrypting information in 
said portion. 

25 42. The receiving unit of Claim 40, 

further characterized by means (68, 70) for storing 
message decryption information and means (66) for 
using the stored message decryption information 
and decryption information in said portion to 

30 decrypt the message. 
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43. The receiving unit of Claim 38, 
characterized in that one of the addressable 
portions contains control information addressed 
to a plurality of individual receivers <C) and 
further comprising means (62 , 68, 70) for 
capturing and storing the control information in 
said one portion if the receiving unit (C) is 
one of the plurality of receiving units to which 
said one portion is addressed. 
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